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Abstract: The paper reviews the vulnerabilities of information societies to deliberate, sustained cyber-attack at a level which – if conducted in physical space by a nation state – would likely be called armed aggression.  The attack on Estonia in the spring of 2007 offers a sobering example of the nature of cyber aggression and the uncertainties and ambivalence in the international community (and especially the US) on how to respond to such attacks. 

Introduction:

The information age, especially in the manifestation of e-government, offers new promises to enhance national prosperity, influence, and power.  At the same time, the information society presents a tempting target to miscreants, be they criminals, sub-national terrorist groups or hostile nation states.  The structural basis of the vulnerability of information societies has been analyzed in ref. 1.
 As discussed in that report, “the concepts of deterrence developed during the Cold War may have little value…  In the intermediate case of cyber-terrorism … the model of deterrence at the level of civil and criminal penalties [also] fails.”  The attack
 on the national information infrastructure of Estonia
 in April, 2007 clearly demonstrates both the predicted vulnerability of an e-government and the lack of factors that would deter an attacker.

The chronology: 

On April 27, data-floods began on Estonia's computer network in coincidence with two nights of violent demonstrations to protest Estonian government’s decision to relocate the “Bronze Soldier,” a Soviet era memorial to an WW II unknown Russian soldier.  Estonia had previously discussed the movement of the memorial with the Russian government, which not only denounced the relocation but also warned of dire consequences if the plan was carried out. “In the days that followed, Russia suspended rail service, ostensibly for track repairs, while protesters in Moscow staged raucous demonstrations, harassing Estonia’s ambassador in one instance.”

In Estonia, violent riots following the movement of the monument were accompanied by widespread vandalism in the centre of Tallinn and left one dead and 40 injured with more than 300 persons arrested.  The web sites under attack in the initial wave included that of the Parliament, the President, the Prime Minister, and major political parties. The initial attacks included denials of service and website defacement.
  From the outset, the highly visible nature of the attacks strongly suggests that the data floods were intended to cripple Estonia’s online public administration and to erode public confidence in the government and its institutions.

By April 30, additional government sites were hit, and the attacks spread to several daily newspapers.  In response the Estonian government began blocking all traffic from .ru domains
.  By the next day, attackers directly targeted Estonian Internet Service Providers (ISPs). The government convened emergency meetings of computer experts from the Estonia Computer Emergency Response Team, ISPs, banks, and several government agencies including law enforcement.  
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Plans were set in motion anticipating a wave of attacks on financial services such as online banking.  Within a few days “Private sector banking and on-line media were also heavily targeted and the attacks affected the functioning of the rest of the network infrastructure in Estonia.”
  During the period from May 2 – 5, the countermeasures, undertaken with the cooperation of ISPs worldwide, were to expand blocking of traffic from specified groups of IP addresses and to wall off the banking system from all international traffic.

Estonia’s government accused Russia of organizing the attacks and began its preparation for an anticipated attack to coincide with Russian Victory Day (May 9). As displayed in the first figure
, that same period saw a lull in the cyber-attacks (May 5 – 7) as recorded by the Arbor Network ATLAS system.
 As was anticipated, Victory Day saw a sharp peak in the number of individual attacks. The last major attack was on May 18th.

Following the Victory Day attack, Estonia’s Public Prosecutor’s Office formally requested legal assistance from the Office of the Russian Prosecutor-General, “asking  for cooperation in the finding persons, possibly residing in Russia, behind the  anti-Estonian cyber attacks.  In its reply, the Office of the Russian Prosecutor-General refused to comply with the Estonian request….The request  for  legal  assistance  was sent in accordance with the Estonian-Russian legal assistance and legal relations treaty.”
  The request was officially turned down on the grounds that the treaty did not cover such incidents.
The modality:
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[image: image3..pict]The attacks on Estonia began with simple uncoordinated pinging of sites and web-site defacement. It is likely that many of these attacks were launched by individuals who used malicious scripts (and target Estonian websites) that had been posted on Russian-language chat rooms.  By early May, the attacks had transformed in character to consist of distributed denial of service attacks by botnet swarms during the period from May 3 through 10.  During that period the ATLAS system recorded 128 unique attacks, several of which lasted more than 10 hours (see the second figure). The attacks ceased on May 18; no physical casualties have been directly attributed to the attacks

The intermittent but persistent attacks were frequently of large bandwidth, as illustrated in the third figure, with the largest 10 attacks measured at 90 Mbps, lasting ~ 10 hours.  The attacks were at minimum a clear indication of an ability to inflict serious damage or disruption to Estonian society. 

While the Estonian government claimed that, several Russian government IPs were involved in the attack including “an Internet address… [of] an official who works in the administration of Russia’s president,”
 Russia has denied any involvement in the attacks.  While some attacking IP sites were in Russia, other sites were spread widely across the globe.  “The attackers used a giant network of bots — perhaps as many as one million computers in places as far away as the United States and Vietnam — to amplify the impact of their assault. In a sign of their financial resources, there is evidence that they rented time on other so-called botnets.”
  In none of the reports of the incident is there any suggestion that the attacks were launched or coordinated by dissident elements from within Estonia.

National security implications:

The connectivity of e-government and information infrastructure that has imparted such benefit to Estonia’s society has also expanded the vulnerability of the country to a new form of concerted asymmetric attack on its critical information systems.  The mode of attack is what a Rand Corp. study has labeled netwar,
 an intermediate level of networked attacks on a society via its information networks. The attacks appeared to employ asymmetric swarming tactics executed by multiple groups with no absolute master controller as in normal botnets.   In the netwar paradigm, any machine can be the controller. 

The aims of netwar attacks may range from a comprehensive level of disruption so great as to be properly called warfare
 to the level of terrorizing civilian populations to, at the low end, cyber criminality and hooliganism. However, even at the most extreme end, neither the EU nor the UN charter recognize cyber attacks as “armed attack” or “armed aggression.”  

Many experts have claimed that the technical sophistication of the attack exceeded that of previous known incidents. While some go so far as to say that the knowledge or collusion of a national entity was required, several US experts have pooh-poohed such speculations.  One should, however, note that the Estonian episode was not accompanied by political or monetary demands or by manifestos from the putative leaders of the attack
 making mere criminality unlikely.  In contrast, the events showed a suspicious correlation with multiple political events and were conducted at a level that constituted a convincing show of force and intent.  That is not to say that the Russian government was behind the episode.  Indeed, a third party could have staged events to exploit existing tensions between the two countries.  Organized, transnational Internet crime rings are acquiring sufficient resources to make disruption-for-hire a possibility, giving nations and sub-national groups ample plausible deniability.  That fact alone should give pause to supporters of anonymity on the Internet. 

Overall Estonia mounted a credible defense with the assistance and cooperation of private sector computer security experts and ISPs in Europe, the US and Israel.  The attacks appear to have failed in permanently damaging the national information infrastructure of the country. Government-to-government support was, however, absent or at least has not been disclosed openly.  Without question, more massive and more sustained attacks are possible to an increasing extent.  Miscreants in cyberspace are adept at hiding their tracks aided by the difficulties of tracking information packets through transmission networks and aided by the technical security limitations of the present Internet Protocol version 4 (IPv4).  

Until the full adoption of the next generation Internet Protocol, IPv6,
 tracking the course of attacks will be far from complete enough to publicly justify state action.  Under the IPv6, with 128-bit addresses, every network device can be assigned a unique, static IP address.  This difference will make tracking and tracing of communications
 far easier, assuming the storage of packet contents (or a part thereof) for a limited but sufficient time.  

To go beyond passive self-defense, states are likely to seek by strong international support.   On May 24, the European Union Commission adopted a resolution
 strongly condemning the siege of the Estonian embassy in Moscow, the cyber attack on Estonia and the refusal of Russian authorities to cooperate with Estonia. The resolution further “regards attacks targeting one of the smallest EU Member States as a test case for the European Union’s solidarity” and calls for “a study on how such attacks and threats can be addressed at EU level.” Nonetheless, the European Parliament refrained from comment on the obvious conclusion that this attack was facilitated by anonymity
 in cyberspace.

Internationally sanctioned actions
 beyond statements of solidarity typically require a determination to appropriate evidentiary standards
 of a) what is damaged or lost, b) who launched the attack, c) from where and when was the attack launched, d) how was the attack accomplished.  In the case of the cyber attack on Estonia determination of “from where” and “how” is at best incomplete and ambiguous.
Conclusions – what can be done:

On a technological level groups such as the Asymmetric Threats Contingency Alliance, are advocating an international an task force of counter-attack experts to monitor extensive “surveillance and reconnaissance dashboards of digital systems … on a 24/7 basis.”
 The Australian CERT has launched an Australian Internet Security Initiative (ISI), that includes the development of a botnet mitigation toolkit: databases of infected computers & work with major ISPs to shut them down.  Operationally, such tools would require developing a “cyber-warfare paradigm shift”
 – a methodology and military doctrine of using swarming white-hat counter-attack-forces that could respond in-kind to offensive swarming attacks. In this concept reserves of experts would be brought into responsive action in a short period of time.

On the political side, “the grave potential of international cyber conflict calls for immediate attention.  The dual use nature of the technology precludes the kind of international control regime used to control nuclear technology.  What one can hope for is the creation of transnational legal framework that lays down the rules and penalties for cyber conflict in a set of structured, internationally negotiated binding agreements.  Such rules must specify the obligations of the signatory nations with respect to controlling non-governmental organizations or networks that physically operate within their borders.”

� W. A. Barletta, “Evolving Face of Cyber-conflict and Information Warfare,” Proc. of the 36th International Seminars on Planetary Emergencies, Erice, Sicily, 2006.  World Scientific, 2007. Hereinafter, Barletta06.
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